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Excerpt: . . . B-280565 It also includes, however, an assumption of no jamming for the defined 15 Information
Exchange requirements. The Armys digitization efforts hold the promise of providing its fighting Conclusions
forces with operational improvements. However, they will also provide potential enemies new avenues of attack
and greater opportunities to exploit existing vulnerabilities. Although, the Army has developed a general
strategy for implementing systems protection into the design of the digitized battlefield, its plan lacks sufficient
detail. Given the substantial digitization work that remains to be done ( the integration of information
technologies into over 100 systems ), we believe a detailed implementation plan is needed to help ensure that
the Army ( a ) fields a digitized force that can carry out its critical functions and operations and ( b ) is
cognizant of any residual vulnerabilities - a factor than could prove important in recognizing enemy
information system attacks. Furthermore, we believe such a plan could help ensure that sufficient funding,
oversight, and effort are applied to developing the needed information protection. To be effective, the
implementation plan should be a living document that will extend beyond the First Digitized Division and First
Digitized Corps - a plan that is continually updated as circumstances dictate. We believe that the absence of
such a plan places the substantial investment the Army is making in digitization at greater risk. In addition to
developing a detailed implementation plan, we believe the Army has further opportunities to enhance its
information protection effort. The Armys successful...
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